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BY SA 4.0

The Trustable Software Framework 
A new way to measure risk in continuous delivery of critical software
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Codethink is an international provider of
expert software engineering, solutions, and 
consultancy services…

mainly based on FLOSS.
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“Why do you trust software?ˮ
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curl --proto '=https' --tlsv1.2 https://sh.rustup.rs -sSf | sh



Q “How could open source concepts,  
techniques and tools help us to 
achieve safety in complex systems?ˮ

A “You canʼt use open source for safety!ˮ
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FLOSS
● doesnʼt comply with the standards
● doesnʼt have “requirementsˮ
● doesnʼt have “architectureˮ
● no traceability

… so the quality is not acceptable
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IEC 61508
(safety-related systems)

ISO 26262
(automotive) IEC 62279

(rail) IEC 61511
(process industries)

IEC 61513
(power plants)

Safety (or FuSa) Standards applying to software…
IEC 60601
(medical)IEC 60601

(medical)IEC 60601
(medical)

DO-178C
(aerospace)DO-178C

(aerospace)DO-178C
(aerospace)DO-178C

(aerospace)
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https://xkcd.com/927/
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NOTE: these standards are created by volunteers - subject-matter experts working for free!



C
O

D
ETH

IN
K.C

O
.U

K   |  C
C

 BYSA 4.0

ISO 26262 base assumption  

9

systematic
faults

random
faults

hardware faults

software 
faults

This was defensible for 
microcontroller-based 
systems, where the 
expectation was 
deterministic software 
behaviour
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Implication of “no random faultsˮ

Since all faults are 
‘systematic’, focus all 
your attention on ‘best 
practice’ processes… 
specification, 
architecture, design, 
testing, traceability.

Unfortunately the standard’s 
recommended processes are 
no longer best practice. 
Software integration is 
hardly even considered. 

Most modern software is 
created iteratively, without 
formal specifications*. The 
processes and techniques 
themselves evolve over the 
life of a project.

* most organisations innovating in software have adopted “Agile”, Open Source or both 
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The V-Model: Best practice?
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ISO 26262 base assumption  

systematic
faults

random
faults

hardware faults

software 
faults

This assumption leads to 
extreme concentration on 

process… even to the point of 
trying to establish new 

processes for existing software, 
no matter how mature, 

successful or widely adopted…

and NO FLOSS
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1Kloc

10Kloc

100Kloc

1Mloc

10Mloc

100Mloc

microcontroller single core 
microprocessor

multi-core 
microprocessor

several multi-core 
microprocessors

many complex ECUs
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Hardware complexity

ISO 26262

non-deterministic 
hardware and 
unspecifiable 

software

non-deterministic hardware and
unspecifiable software

and
complex interactions (emergent behaviour)

Weʼre not in Kansas anymore
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Codethink base assumption  

14

systematic
faults

random
faults

hardware faults

software faults

This is where we are 
now; non-deterministic 
behaviour in multicore 
microprocessor systems 
with L1 + L2 cache, 
MMU and approx 
1MLOC of firmware

… and millions more LOC 
in our supply chain
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IEC 61508
(safety-related systems)

ISO 26262
(automotive) IEC 62279

(rail) IEC 61511
(process industries)

IEC 61513
(power plants)

IEC 61508 sets goals for failure rates…
IEC 60601
(medical)IEC 60601

(medical)IEC 60601
(medical)

DO-178C
(aerospace)DO-178C

(aerospace)DO-178C
(aerospace)DO-178C

(aerospace)
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This is a very hard target.



https://lists.trustable.io/pipermail/trustable-software/2016July/000000.html
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Key lesson:

trust should be based on

evidence
https://gitlab.com/trustable/documents/-/wikis/hypothesis-for-software-to-be-trustable
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Trustable 
Software 
Framework

Note: trustable as opposed to trusted, trustworthy
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Moving to Eclipse…
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1. Provenance
Know where it comes from, who is responsible, 
and have confidence in them

2. Construction
Know how to build it - reproducibly - from source

3. Changes
Upgrade it and be confident it will not break or regress

4. Expectations
Know what it must do, and what it must not do

5. Results
It does what it must do, and does not do what it must 
not do

6. Confidence
Measure and declare our confidence that it 
will not cause harm

Trustable Tenets

We can offer software as Trustable when we 

provide evidence to support all of these claims…
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https://gitlab.com/CodethinkLabs/trustable/trustable
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SUPPLY CHAIN: provenance of all dependencies + toolchain components
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CONSTRUCTION: zero trust builds - reproducible, no internet, no root
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CHANGES: CICD, consuming relevant upstream fixes and releases
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EXPECTATIONS: be clear about what it must do, and what can go wrong, 
with mitigations and warning mechanisms
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RESULTS: ongoing automated tests, including fault injection tests, with 
results captured and analysed over time
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Digression… some results for Linux scheduling 
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CONFIDENCE: assess all of the evidence, and report confidence scores 
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https://github.com/doorstop-dev/doorstop



C
O

D
ETH

IN
K.C

O
.U

K   |   C
C

BY SA 4.0

https://codethinklabs.gitlab.io/trustable/trustable/doorstop/trustable_report_for_TSF.html
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We are proposing a Trustable Score for software, 
like a Credit Score for a person/organisation
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https://gitlab.com/CodethinkLabs/safety-monitor/safety-monitor

safety-monitor will be 
a worked example for 
applying TSF in the 
open

We are also hoping to apply the 
approach to some of the Eclipse 
SDV projects 
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Takeaways…
● fully free and open source - Eclipse project
● automatable (mostly) - intended for use in CICD
● designed to complement established processes
● applicable for existing software, including FLOSS
● extensible e.g. as a basis for mapping to standards
● maybe useful for “manufacturers + stewardsˮ as a basis for driving 

towards CRA compliance?
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Takeaways…
● fully free and open source - Eclipse project
● automatable (mostly) - intended for use in CICD
● designed to complement established processes
● applicable for existing software, including FLOSS
● extensible e.g. as a basis for mapping to standards
● maybe useful for “manufacturers + stewardsˮ as a basis for driving 

towards CRA compliance?

Lots of work still to do… please help:
● critique the model and the approach, help us increase rigour and 

confidence in what scores are
● apply trustable scoring to your project, help us improve the method, 

documentation and correlation between scores and project outcomes
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Thank You.
Codethink LTD

3rd Floor Dale House,
35 Dale Street,
MANCHESTER,
M1 2HF
United Kingdom
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paul.sherwood@codethink.co.uk
https://lists.trustable.io/cgi-bin/mailman/listinfo/trustable-software


